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Notice

Date: 22/06/2022

The Department of Information Technology is organizing a session on “Introduction to
InfoSec and Cloud Security Trends in Technology”, Diamond Jubilee Year Celebration
Activity for TY BSc IT and TY BSc CS students on 24 June 2022.

Guest Speaker: Mr. Dhiraj Mishra, Senior Threat Assessment Specialist, Attack Surface
Management at Emirates NBD

Time: 10:30 AM To 12:00 PM

Venue: Room No 46
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Department of Information Technology

Organizes
A Session on
“Introduction to InfoSec and Cloud Security”
Diamond Jubilee Year Celebration Activity, techConnect Initiative

By
M. Dhiraj Mishra
Mr. Dhiraj Mishra, Senior Threat Assessment Specialist, Attack

Surface Management at Emirates NBD

Date - 24 June 2022
Time - 10:30 AM
Venue - Room no 46
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Department of Information Technology

Session on Introduction to InfoSec and Cloud Security
Diamond Jubilee Year Celebration Activity

Date: 24 June ,2022, Friday Time:10:30 AM - 12:00 AM
Teachers Involved:5

Prof. Archana Bhide
Prof. Jeba Roselet
Prof. Prachi Surve
Prof. Punam Sindhu

Ul

Prof. Anju Rai

Number of Students participated: 85 students of TY BSc(IT) and TYBSc (CS)

Resource Person: Mr. Dhiraj Mishra, Senior Threat Assessment Specialist, Attack Surface
Management at Emirates NBD

A session on “Introduction to InfoSec and Cloud Security” was held by the Department of
Information Technology for the students of TYBSc IT and TYBSc CS on June 24, 2022. Mr.
Dhiraj Mishra, Senior Threat Assessment Specialist, Attack Surface Management at
Emirates NBD, Dubai, was the resource person for the session.

He shared knowledge on how Cyber-crime and privacy breach in India has been growing
exponentially and how it is important for individuals to understand the risks associated with
transactions in cyberspace; implications of data leaks and privacy breaches through social
media and email transactions. He enlightened the students on the topic of security services
using containers, softwares used for defining security rules, use of ssh (secured shell), identity
access management phishing attacks and three tier approach to security with many examples.

He also added that lack of user awareness about the Internet, cyber laws and associated risks
pose a big challenge in India. All those who use the internet through cellphones or PCs must
be aware of the same. There was a question answer session where all the questions and
doubts from students were cleared and answered.
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PHOTOS FO THE SESSION ON INTRODUCTION TO INFOSEC AND CLOUD SECURITY HELD ON
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STUDENTS DURING THE SESSION
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Dhiraj Mishra

Phone - +9! B878440825 7 +971 5592934464

Email . mishra.chirgjf 5@ gmoil.com / dhirgj@inputzero.io
Biog :www.inputzero.io

GitHub: github.com/roctun

Twitter: @RandomDhirq

@RESEARCH

¢ Continuous fuzzing of VIM
« Microsoft Office remote code execution
+ Discovered same ongin policy bypass i somsung internet browser and Or. Safety by frend mecro
+ Lack of filtering of certain HTTP headers could lead to froudulent VAS activation in Operc browser
» Ported CVE-2021-4034 poikit prexec bincry thot lecds to privilege escalation o an MSF moduie
« Ported CVE-2018-14912 explot to an MSF moaule, onginal dscovery was done by google project zero
leam
+ Ported CVE-2018-8120 c win32k elevgtion of priviege escalction in windows 7. 2008 R2 exploit to an
MSF module
‘rWORK EXPERIENCE
Securily Threat Assessment Specialist Dubai-(March 2021 - Present)

Roles & Responsipilities: ( :
¢ External penmeter secunty [d Emirates NBD

o Aftack simuiation

Penehiation Tester Dubai-(December 2018 - March 2021)
Roles & Responsibilities:
+ Red teoming /[ cognosec
e PCIDSS
o  Fuzzing
Security Consultant Iindia-(July 2018 - December 2018)
Roles & Responcibiities NOT
+ Plan, arange of cenetration testing exercise w
+ Web opglcation penetrgtion testing &!‘6
+ Infrastructure penetiation testing
« Mobile cpplication pentesting
« Contnouting to coen-source prejects dunng free time
+ APlitesting
+ Code review
Associate Consultant India-(October 2016 - July 2018)

Roles & Responsibilifies

» Telecom penetrction testing

« Web applcation secunty assessment EY
« Submitted my web-opplication testing methodology 1.1 in FY knowledge mine

¢ Mobile cpplication pentesting
-
L]
4

Network penefration testing [wired and wireless)
Understanding and creating demonstration for published adviscnes ond vulnerabdiies
Creating signatures for attack done in AD envronment
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KEY SKILLS
« Scripting language :Shell script, Ducky Script {USB Rubtier Ducky), C. JavaScript and Ruby
+ Pentest Methodology : OWASP Top 0. Business logic vulneradility.
* Security Tools : Burp Suite, Nessus, Nikto, OWASP JAP, SGLmap. NMAP,
Wreshark. Mefasploit. Maltego, Vel Framework. Empee etc.
+ Other Abilities : Fuzzing. browser fuzzing. wiiting scripts for cutomation. blogging and bug
bounty.

RECOGNITION & REWARD

Bug Bounty

Google, Microsoft, Twitter, Focebock (2017 & 2018). Kaspersky, Offensive Security (2017 & 20:9),

Depcrtment of Defense. BBC, Mozilla, Opera. Telegram, EA. Symantec, Huawei, PUBG, TrendMicro.
Product Security

CVE-2020-1458, CVE-2020-9488, CVE-2015-16248. CVE-2019-12477, CVE-2019-12329 CVE-2018-18334,

CVE 2018-3123, CVE 201817780, CVE-2018 6849, CVE-2018 2715, CVE-2017-17492. CVE-2016-10405.
Fuzzing

CVE-2019-20079. CVE-2019-17064, CVE-2019-4498

CVE-2018-113%96. CVE-2018-18957.

p_-é PUBLICATION

My work has been published on Forbes. Rapid7. TheRegister. Bleeping Computer. ZDNet. TechCrunch,
Thregtpaost. TheHackerMews, Secunty Week. Sputnik

CVE-2019-8375, CVE-2019-6435, CVE-2018-11644,

3

OPEN-SOURCE CONTRIBUTION

GitHub Repositories
AFL, AFL++ NMAP, Empire, CrackMopExec. Metasploit
penchmaork. OWASP chegat sheet project BFuzz.

SQLmop. Spiderfoot. Osquery. OWASP

%
-

SPEAKING ENGAGEMENT
Biockhat. NorthSec, OWASP AppSec. BruCON. PHDays, HITB, Hacktivity, Hack in Paris, Ekoparty. Bugcrowd,
BSidesDL.

EDUCATION

Bachelor’s in information technology
Mumbai university (201 6)

¥
“ Certification & Training
SpecterOps Adversary Tactics - RTO

E PERSONAL INFORMATION

Date of Birth : June 1995
: Mimicry. beotboxing & cancing
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